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Poster Abstract

Al has shown great promise for automating cyber defense
and red-teaming procedures. However, many powerful Al
systems remain black boxes, generating outputs from
model behaviors that are difficult to interpret or trust,
especially for non-ML experts. To address this, we
introduce a prototype system employing state-of-the-art
Explainable Al (XAl) algorithms in a source code
classification task for Al red teaming. These model
explanations can aid ML engineers in model improvement,
assist operators in decision-making, and integrate
seamlessly into cyber red-teaming workflows. Ultimately,
we aim to demonstrate that XAl can bolster operators’
trust, confidence, and adoption of Al models.
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