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The Digital Triad for National Defense

† Addressed in other ARTS 18 sessions 

Challenge: independent development in each Triad component limits required secure computing solutions 
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Secure Computing Directions to Enable the Digital Triad 
for National Defense

U.S. Semiconductor and 

Microelectronics Industry

Cyber 
Technology

Artificial 
Intelligence

1. Co-design across Triad to meet performance 
and cost goals for DoD applications

2. Exploit advances in commercially developed 
technologies where possible

3. Leverage trusted DoD foundries to fabricate 
necessary components 
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Expanding the Digital Triad Ecosystem 
for Advanced Secure Computing
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2018 2023

• Crypto-bound, efficient data provenance

• Post-quantum cryptography

• Seamless crypto-key management

• “Data-centric” security

• New hardware architecture

• New software/operating system

• Trusted HW manufacturing

Advanced Data Protection
Data-Centric Secure Computing
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Challenges in Building Secure Hardware Platforms
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Expanding the Digital Triad Ecosystem 
for Advanced Secure Computing
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2023

• Crypto-bound, efficient data provenance

• Post-quantum cryptography

• Seamless crypto-key management

• “Data-centric” security

• New hardware architecture

• New software/operating system

• Trusted HW manufacturing

Advanced Data Protection
Data-Centric Secure Computing

Secure Processing
Challenges in Building Secure Hardware Platforms
An Inherently Secure Computer

The Artificial Intelligence Era 
Quantum Computing with Trapped Ions and 
Superconducting Qubits
Data Science and Technology 
Research Environment 

• National-security focused AI technologies

• Coupled to secure computing and vanguard 
U.S. microelectronics 

Digital Triad synergy addresses critical defense applications and incentivizes future broader commercial adoption 

Integrated Secure 
AI Processor

Trusted U.S. 
Semiconductor Industry
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